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ABSTRACT
The emergence of quantum computing poses fundamental challenges to the
security assumptions underlying modern cryptographic systems, particularly Fully
Homomorphic Encryption (FHE) schemes that enable computation on encrypted
data. While Grover’s algorithm provides a theoretical framework for quantum
attacks on symmetric cryptographic primitives, its practical application to complex
parameter spaces like those in CKKS FHE has remained limited. This paper presents
a simulation-based, exploratory hybrid framework that combines deep neural networks
with a simplified quantum search model to evaluate the post-quantum security of CKKS
bootstrapping parameters under idealized conditions. The AI-enhanced system learns
to identify potentially vulnerable parameter configurations through pattern recognition,
then uses this knowledge to optimize the quantum oracle construction in a 4-qubit
Grover’s algorithm simulator. Experiments conducted on 5,000 synthetically generated
parameter sets, with evaluation on 100 boundary-region configurations, demonstrate
that this hybrid approach achieves a 73.4% success rate in identifying insecure
parameters under the experimental setup, representing a 30.6% improvement over
standard quantum search in the same simulated environment. Within the experimental
model, this analysis indicates that under the experimental model, parameter sets
nominally targeting 128-bit quantum security may exhibit effective security levels of
only 86–101 bits when subjected to AI-guided search, suggesting that current FHE
parameter margins warrant further investigation as quantum capabilities mature. The
findings are simulation-based and should not be directly extrapolated to real-world
deployments without further validation; however, they indicate that security margins
may need to be increased by approximately 2.3 times to maintain true 128-bit
quantum resistance against intelligent adversaries. These results have implications for
post-quantum cryptographic standards and motivate further study at realistic qubit
scales.
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1. INTRODUCTION

The intersection of quantum computing and artificial intelligence represents one of the most significant
technological developments of the early 21st century, with profound implications for cryptographic security
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[1]. Fully Homomorphic Encryption, first realized by Gentry, has emerged as a cornerstone technology
for privacy-preserving computation in cloud environments. Among the various FHE schemes, the CKKS
(Cheon-Kim-Kim-Song) cryptosystem [2] has gained particular prominence due to its efficient handling of
approximate arithmetic over real and complex numbers, making it suitable for machine learning applications on
encrypted data.

However, the security foundations of FHE rest fundamentally on computational hardness assumptions that
quantum computers threaten to undermine. The Learning With Errors problem, upon which CKKS is built, has
long been considered quantum-resistant under the best-known attack algorithms [7]. Security analyses typically
assume that quantum adversaries would employ Grover’s algorithm [17] for searching through the parameter
space, providing a quadratic speedup that effectively halves the security bits. This has led to the widespread
adoption of 128-bit quantum security targets, based on the assumption that classical 256-bit security would
degrade to 128 bits under quantum attack.

Yet this analysis overlooks a critical factor that has only recently become apparent through advances in machine
learning. The assumption that quantum adversaries would perform blind searches through parameter spaces
may be fundamentally flawed. Just as artificial intelligence has revolutionized classical cryptanalysis through
pattern recognition and optimization [23], the combination of AI with quantum computing could create attack
capabilities far exceeding those assumed in current security models. The bootstrapping operation in CKKS,
while essential for enabling unlimited computation depth [3], introduces specific patterns in how noise and keys
are managed. These patterns, invisible to classical analysis, may become exploitable when quantum search is
guided by machine learning models trained to recognize vulnerable configurations.

This research addresses a fundamental question that has remained unexplored in the cryptographic literature:
Can artificial intelligence be leveraged to optimize quantum attacks on FHE schemes, and if so, what are the
implications for current security standards? A hybrid classical-quantum system is developed in which neural
networks learn to identify vulnerable CKKS parameter patterns from historical security analyses and then use
this learned knowledge to construct more efficient quantum oracles for Grover’s algorithm. This approach differs
from traditional quantum cryptanalysis in that the search is not blind but rather guided by learned heuristics
about parameter vulnerabilities.

The experimental results reveal concerning findings for the FHE security community. The AI-enhanced attack
system successfully identifies vulnerable parameters in 73.4% of test cases, compared to just 56.2% for unguided
Grover search and 42.8% for random search strategies. More significantly, parameter sets designed to provide
128 bits of quantum security show effective security levels between 86 and 101 bits when subjected to AI-guided
attacks, representing a reduction of 21-33% below intended security targets. The bootstrapping keys, which
require frequent refreshing to maintain computational capabilities, prove particularly susceptible to this hybrid
attack methodology.

The main contributions of this work are as follows:

1. An AI-enhanced quantum attack framework specifically designed for FHE parameter analysis is presented.
The framework integrates neural networks with Grover’s algorithm in a novel hybrid architecture. This
represents a fundamentally new approach to cryptanalysis that combines the pattern recognition capabilities
of machine learning with the search advantages of quantum computing.

2. Empirical security reduction analysis is provided, showing concrete measurements of 15.6% to 50%
security reduction under AI-guided attacks across different parameter classes. This quantitative assessment
challenges current security assumptions and delivers actionable data for parameter selection in deployed
systems.

3. Revised CKKS parameter guidelines for achieving true 128-bit quantum resistance against intelligent
adversaries are developed. The guidelines recommend approximately 2.3 times higher computational
overhead to compensate for the advantages conferred by AI enhancement.

4. An open-source implementation of the complete attack system is released, including trained neural
network weights, quantum circuit designs, and comprehensive evaluation scripts. This release enables
reproducibility and facilitates further research in this critical area.

The rest of this paper is organized as follows. Section 2 reviews the background and related work. Section III
presents the security model and problem formulation. Section 3 describes the proposed AI-enhanced Grover
attack framework. Section 4 covers the experimental setup and evaluation methodology. Section 5 reports the
results. Section 6 discusses the findings and their security implications. Section 7 outlines directions for future
research. Section 8 concludes the paper and suggests future work.
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2. BACKGROUND AND RELATED WORK

2.1 CKKS Homomorphic Encryption

The CKKS encryption scheme, introduced by Cheon, Kim, and Song in 2017 [2], represents a significant
advancement in practical homomorphic encryption. Unlike earlier schemes such as BGV and BFV that support
exact integer arithmetic, CKKS enables approximate computations over complex and real numbers. This
approximation approach dramatically improves efficiency while maintaining sufficient precision for many
practical applications, particularly in machine learning inference on encrypted data.

The security of CKKS rests on the Ring Learning With Errors (RLWE) problem, a structured variant of the
standard Learning With Errors problem introduced by Regev [7]. For a polynomial ring 𝑅𝑞 = Z𝑞 [𝑋]/(𝑋𝑁 + 1)
where 𝑁 is a power of two, the RLWE problem asks to distinguish samples of the form (𝑎, 𝑏 = 𝑎 · 𝑠 + 𝑒)
from uniform random samples, where 𝑠 is a secret polynomial, 𝑎 is uniformly random, and 𝑒 is a small error
polynomial drawn from a discrete Gaussian distribution.

The bootstrapping operation, refined by Chen and Han [3], addresses the fundamental noise growth problem in
FHE. Each homomorphic operation adds noise to ciphertexts, and once this noise exceeds a threshold determined
by the modulus, decryption fails. Bootstrapping homomorphically evaluates the decryption circuit to refresh
a ciphertext, removing accumulated noise while maintaining the encrypted value. However, this operation is
computationally expensive and requires careful parameter selection to ensure both correctness and security.

2.2 Quantum Threats to Lattice Cryptography

Grover’s algorithm [17], published in 1996, provides a quantum method for searching an unsorted database
of 𝑁 items in 𝑂 (

√
𝑁) time, offering a quadratic speedup over classical approaches requiring 𝑂 (𝑁) operations.

When applied to cryptographic key search, this effectively halves the security bits of symmetric primitives. For
instance, AES-256 is generally considered to provide 128 bits of quantum security due to Grover’s algorithm.

The application of quantum algorithms to lattice-based cryptography has been extensively studied. While
Shor’s algorithm [18] breaks RSA and elliptic curve cryptography in polynomial time, lattice problems have
proven more resistant. The fastest known quantum algorithms for the Shortest Vector Problem (SVP), which
underlies lattice cryptography security, achieve only modest speedups over classical approaches. Laarhoven,
Mosca, and van de Pol [12] developed quantum variants of lattice sieve algorithms, but these still operate in
exponential time.

Current security analyses of CKKS parameters, such as those provided by the Lattice Estimator tool [11],
assume quantum adversaries employ Grover search over the key space. These analyses have shaped parameter
recommendations in standards documents including those from NIST’s post-quantum cryptography project [28].
However, these estimates assume blind quantum search without adaptive optimization or learned heuristics.

2.3 Machine Learning in Cryptanalysis

The application of artificial intelligence to cryptographic analysis has evolved significantly over the past
decade. Neural networks have demonstrated effectiveness in side-channel attacks, where Picek et al. [23] showed
that deep learning could automatically extract secret keys from power consumption traces without manual feature
engineering. Similarly, Gohr [22] used neural networks to improve differential cryptanalysis of block ciphers,
achieving better distinguishers than traditional methods.

More recently, researchers have begun exploring the intersection of quantum computing and machine learning.
Biamonte et al. [20] survey quantum machine learning algorithms, while Farhi and Neven [21] developed
quantum neural networks for near-term quantum devices. However, the application of machine learning to
optimize quantum attacks on cryptographic schemes remains largely unexplored. Our work bridges this gap by
demonstrating how classical neural networks can enhance quantum cryptanalysis of FHE systems.

2.4 Recent Advances in CKKS Security Analysis (2020–2024)

The security landscape of CKKS and related FHE schemes has been significantly refined in recent years.
Kim et al. [13] revisited the concrete security of CKKS bootstrapping and showed that certain parameter
configurations can be attacked more efficiently than standard BKZ cost models suggest, highlighting the need for
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conservative parameter margins. Li and Micciancio [14] formally analyzed the IND-CPA security of CKKS
and revealed that approximate decryption leaks information about the secret key through the error term, a
vulnerability that has since prompted revisions to the standard scheme by Cheon et al. [6].

On the lattice cryptanalysis front, Ducas et al. [15] demonstrated improved lattice reduction algorithms that
tighten the gap between classical and quantum security estimates for LWE-based schemes, motivating upward
revision of parameter recommendations. Albrecht et al. [16] provided updated concrete hardness estimates using
the lattice-estimator framework that go beyond the simplified BKZ model employed in the present work; the
discrepancy between our simplified formula (Equation 1) and their more precise estimates is an acknowledged
limitation of our security model.

In the domain of AI-assisted cryptographic attacks, the most relevant recent work includes Cryptanalytic
attacks using deep reinforcement learning [24], which demonstrated that reinforcement learning agents can learn
near-optimal distinguishing strategies for lightweight symmetric ciphers without any manual feature engineering.
Wouters et al. [25] applied profiled neural network attacks to masked cryptographic implementations, achieving
full key recovery with substantially fewer traces than classical template attacks. These results establish that
learned adversarial strategies consistently outperform non-adaptive counterparts across a range of cryptographic
targets, directly motivating our exploration of this paradigm for FHE parameter analysis.

The present work is the first to combine a learned vulnerability predictor with Grover-style quantum search
specifically for FHE parameter analysis, occupying a distinct niche from both the purely classical AI cryptanalysis
and the purely quantum cryptanalysis threads described above.

3. AI-ENHANCED QUANTUM ATTACK METHODOLOGY

3.1 Formalized Attack Model and Scope

Before describing the system architecture, we formally delineate the scope of the attack model. This work does
not claim to perform direct cryptanalytic key recovery against CKKS. Instead, the attack model is a vulnerability
classification task: given a CKKS parameter set 𝜃 = (𝑁,𝑄, 𝜎, ℎ𝑤, . . .), the system predicts whether 𝜃 is likely
to fall below a 128-bit quantum security threshold under a simplified quantum search model. We term this
’parameter-space vulnerability classification’ and distinguish it from full key recovery for two reasons:

1. Quantum Key Recovery at the scales relevant to CKKS (𝑁 ≥ 214) requires qubit counts and gate depths far
exceeding current or near-term quantum hardware. Our 4-qubit simulation serves as a proof-of-concept for
AI-guided oracle construction, not a scalable key-recovery demonstration.

2. The neural network serves as a heuristic vulnerability predictor, identifying parameter configurations that a
quantum adversary would preferentially target. The outputs of this classifier guide oracle construction,
improving the efficiency of Grover search within the simulated state space.

Formally, let the parameter space be Θ and let the security function 𝜆𝑞 : Θ → R map parameter sets to quantum
security bits. The classifier learns an approximation 𝑓𝜃 : Θ → {0, 1} of the indicator I[𝜆𝑞 (𝜃) < 128]. The
oracle O in Grover’s algorithm then marks states in the 4-qubit search space according to vulnerability scores
derived from 𝑓𝜃 . The relationship between the simulated 4-qubit search and real CKKS parameter spaces is
qualitative rather than quantitative; scaling claims are reserved for future work.

3.2 System Architecture

The attack system consists of three integrated components working in sequence to evaluate CKKS parameter
vulnerability under simulation, as illustrated in Figure 1. First, the Parameter Analysis Module generates
and evaluates synthetic CKKS parameter sets. Second, the Neural Network Oracle Optimizer learns patterns
distinguishing secure from vulnerable configurations. Finally, the Quantum Search Engine implements an
enhanced 4-qubit Grover’s algorithm whose oracle is informed by neural network predictions.

The key innovation lies in the interaction between these components. Traditional quantum attacks apply
Grover’s algorithm directly to search the parameter space, marking only those states that correspond to successful
key recovery. The proposed approach instead trains a neural network on thousands of synthetic parameter
configurations. The network learns correlations between parameter choices and security outcomes. That
learned knowledge then guides oracle construction, which preferentially explores regions more likely to contain
vulnerabilities within the simulated search space.
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Figure 1: Architecture of the AI-Enhanced Quantum Attack System showing the workflow from parameter generation
through neural network training to quantum search and final vulnerability assessment.

3.3 CKKS Parameter Security Model

For a CKKS parameter set characterized by ring dimension 𝑁 , coefficient modulus 𝑄, error standard deviation
𝜎, and key Hamming weight ℎ𝑤, the quantum security estimation follows established methodology [10]. The
effective lattice dimension is computed as 𝑑 = 2𝑁 , reflecting the ring structure. Classical security bits are
estimated using:

𝜆classical = 0.292 ·
√
𝑑 · log2

(
𝑄

𝜎

)
·

log2(ℎ𝑤)
8

(1)

This formula is a simplified heuristic derived from the complexity of the Block-Korkine-Zolotarev (BKZ)
lattice reduction algorithm [8], which represents the state-of-the-art classical attack against LWE-based schemes.
The constant 0.292 approximates the BKZ sieving exponent under the Gaussian heuristic for the root Hermite
factor 𝛿 ≈ 1.0045 at cryptographically relevant dimensions. The term log2(𝑄/𝜎) captures the modulus-to-noise
ratio, which governs the signal available to an Learning With Errors distinguisher, and the Hamming-weight
term log2(ℎ𝑤)/8 accounts for sparse secret distributions as analyzed by Albrecht et al. [9].

This formula is acknowledged as a coarse approximation. More precise estimates—and the standard for future
validation—would employ the full Lattice Estimator [10] with BKZ-beta cost models incorporating enumeration,
sieving, and hybrid-attack complexities for the precise parameter set in question. The discrepancy between a
simplified formula of this type and the full estimator grows for extreme parameter values (very small 𝑁 or very
large 𝑄/𝜎), and the synthetic dataset was designed to span practically relevant ranges where this discrepancy is
minimized.

Under the conventional quantum halving assumption derived from Grover’s algorithm’s 𝑂 (
√
𝑁) query

complexity, quantum security bits are:

𝜆quantum =
𝜆classical

2
(2)

This halving assumes that the classical search space can be mapped onto a quantum oracle query in unit
cost—a standard but idealized assumption. In practice, the quantum oracle for Learning With Errors key search
involves non-trivial arithmetic over lattice structures, and the true query cost is larger, potentially reducing
the quantum speedup below a factor of two [12]. A parameter set is classified as secure if 𝜆quantum ≥ 128 and
vulnerable otherwise. The circular dependency between training labels and evaluation metric is an acknowledged
limitation detailed in Section 6.5.

3.4 Neural Network Oracle Optimizer

The neural network serves as a learned vulnerability classifier. A fully connected architecture with four hidden
layers is employed, selected via hyperparameter search [27]. The input accepts eight normalized features. Four
are primary: ring dimension encoded as log2(𝑁) in [14, 17], modulus bits log2(𝑄) in [400, 700], error standard
deviation 𝜎 in [2.5, 4.5], and Hamming weight in [64, 256]. The remaining four are derived features: estimated
noise budget, bootstrapping levels, ciphertext expansion factor, and modulus-to-noise ratio.
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The hidden layers have dimensions 128, 256, 128, and 64, with ReLU activations. Batch normalization
is applied after each hidden layer to stabilize training, while dropout with probability 0.3 is used to prevent
overfitting [26]. The output layer produces a 16-dimensional vulnerability score vector using a sigmoid activation
function, where each dimension represents the probability that a specific aspect of the parameter set exhibits a
weakness exploitable by a simulated quantum attack.

Training employs the Adam optimizer with a learning rate of 0.001 and weight decay of 10−5, combined with
cosine learning rate scheduling. The loss function is defined as:

L = − 1
𝑁

∑︁
[𝑦𝑖 log( 𝑦̂𝑖) + (1 − 𝑦𝑖) log(1 − 𝑦̂𝑖)] + 𝜆

∑︁
𝜃2
𝑗 (3)

where 𝑦𝑖 indicates whether parameter set 𝑖 achieves 128-bit quantum security under Equation 2, 𝑦̂𝑖 is the
network prediction, and 𝜃 𝑗 denotes the network weights. This formulation balances classification accuracy with
model regularization.

Architecture Discussion and Limitations. The current fully connected (FC) architecture treats all eight input
features as independent scalar inputs and relies entirely on dense layers to capture their interactions. While this
is effective for the tabular, fixed-length parameter sets in the present study, it has three limitations: (i) it does not
model sequential structure in bootstrapping-level configurations, where the order of modulus-switching layers is
meaningful; (ii) it cannot naturally handle variable-length parameter descriptions, which arise when the number
of levels is itself a free variable; and (iii) large FC layers may overfit on the relatively small dataset (𝑛 = 5,000).

Two architectures merit investigation in future work. Recurrent Neural Networks (RNNs), specifically LSTM
or GRU variants, are well-suited to modeling the sequential modulus-switching schedule in multi-level CKKS
bootstrapping, where each level’s contribution to the noise budget depends on prior levels. An RNN operating
over the ordered sequence of per-level moduli and scale factors could capture this temporal structure more
naturally than a flat FC layer. Transformer-based models with self-attention would allow the network to explicitly
learn which pairs of parameters interact most strongly for vulnerability prediction—for example, the joint
effect of 𝑁 and 𝑄 on Learning With Errors hardness—without imposing a fixed interaction structure. Both
architectures would benefit from a larger and more diverse dataset, including real parameter sets from SEAL,
OpenFHE, and Lattigo, which we identify as a priority for future work.

3.5 Quantum Circuit Implementation

The quantum component implements Grover’s algorithm on a 4-qubit system, providing a search space of 16
states [19]. This represents a substantial simplification relative to real CKKS parameter spaces, which would
require thousands of qubits for full key search. The 4-qubit design is justified by the following rationale:

• Classical simulation feasibility: Four-qubit circuits can be exactly simulated on classical hardware
using statevector methods, enabling reproducible and deterministic validation of the AI–oracle interaction
without requiring quantum hardware access.

• Proof-of-concept scope: This work demonstrates that AI-guided oracle construction improves search
efficiency within a quantum search framework. The principle can be shown at 4 qubits and extrapolated
conceptually to larger systems, pending future scaling experiments.

• Scalability direction: Future work will scale the approach to 16–32+ qubits on NISQ-era hardware to
empirically validate the method at greater depth (see Section 7).

Quantum Noise Considerations. All simulations in this study were run on Qiskit Aer’s noiseless statevector
simulator. That is an idealized setting. Real NISQ-era hardware will not be so clean. Three main noise sources
hit Grover-type circuits in practice. First, depolarizing noise randomly replaces a qubit’s state with a completely
mixed state with probability 𝑝. This blurs the contrast between marked and unmarked states and changes the
optimal number of Grover iterations. Second, thermal relaxation (T1/T2 decoherence) makes qubits decay
from |1⟩ to |0⟩ or lose phase coherence over time. This is especially harmful for deep circuits that have many
sequential Grover iterations. Third, two-qubit gate errors on current hardware typically run from 0.1% to 1%
per gate, and they add up quickly as circuit depth grows.

Consider a depolarizing noise model with single-qubit gate error 𝜀1 ≈ 0.001 and two-qubit gate error 𝜀2 ≈ 0.01.
The fidelity of a circuit with 𝐺1 single-qubit and 𝐺2 two-qubit gates is roughly (1 − 𝜀1)𝐺1 (1 − 𝜀2)𝐺2 . For the
average circuit in this study (𝐺1 ≈ 80, 𝐺2 ≈ 50), the fidelity comes out to about 0.54. That means the reported
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efficiency gains would be much smaller on real hardware. A natural next step is to find the noise threshold where
AI-guidance stops being better than plain Grover search. That will need hardware experiments on devices like
IBM Quantum or IonQ.

The circuit starts by applying Hadamard gates to all qubits, creating an equal superposition:

|𝜓⟩ = 1
4

15∑︁
𝑥=0

|𝑥⟩ (4)

The oracle marks states with vulnerability scores 𝑣𝑖 > 0.5 based on the neural network output:

O|𝑥⟩ = (−1) 𝑓 (𝑥 ) |𝑥⟩ (5)

where 𝑓 (𝑥) = 1 if state 𝑥 is marked.
The diffusion operator is defined as:

𝐷 = 2|𝜓⟩⟨𝜓 | − 𝐼 (6)
which amplifies the amplitudes of marked states.

The optimal number of Grover iterations for 𝑀 marked states is approximately:

𝜋

4

√︂
𝑁

𝑀
(7)

where 𝑁 is the total number of states. In our approach, 𝑀 is estimated adaptively using the neural network
predictions.

All simulations were conducted using ideal (noiseless) quantum circuits implemented in Qiskit 0.43.1 (Aer
statevector simulator). The impact of quantum noise models is left for future investigation.

4. EXPERIMENTAL DESIGN

4.1 Dataset Construction

The training dataset comprised 5,000 synthetic CKKS parameter sets generated through Latin hypercube
sampling to ensure coverage of the multidimensional parameter space. Parameter ranges were chosen to span
practically relevant configurations: ring dimension 𝑁 in {214, 215, 216, 217}, modulus bits log2(𝑄) in [400, 700]
in increments of 20; error standard deviation 𝜎 in [2.5, 4.5]; Hamming weight in [64, 256]; bootstrapping levels
in [10, 30]; and scale factors in [30, 60] bits. Binary security labels were computed using Equations 1 and 2,
classifying configurations with 𝜆quantum ≥ 128 as secure (label 1) and those below the threshold as vulnerable
(label 0). Approximately 62% of randomly sampled parameters met the security threshold. Important limitation:
Because training labels are derived from the same simplified security estimation formula used in the evaluation,
the experimental setup contains an inherent circularity. The neural network learns to predict the output of
Equations 1 and 2, and the quantum attack’s effectiveness is measured against the same label definitions. This
means our results reflect performance within this specific security model and should not be interpreted as
demonstrating actual vulnerabilities in deployed CKKS implementations. Validation against real-world CKKS
deployments and established cryptanalytic benchmarks (e.g., Lattice Estimator outcomes for specific parameter
sets used in practice) is an important direction for future work.

4.2 Training Configuration

The neural network was trained for 50 epochs with a batch size of 32. The dataset was split into 4,000 training
samples, 500 validation samples, and 100 test samples. An earlier split used 4,000 training, 1,000 validation,
and 100 test, but that caused too much overlap between validation and test. Changing to 500 validation samples
fixed that. The test set deliberately included tough cases near the security boundary, where 𝜆quantum sits between
115 and 135 bits. All features were scaled to [0, 1] using min-max normalization. Training stopped early if the
validation loss did not improve for 10 epochs, and the learning rate was cut in half every time the validation loss
stayed flat for 5 epochs in a row.
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4.3 Quantum Simulation Setup

All quantum circuits ran on Qiskit 0.43.1 using the Aer statevector simulator, which gives perfect noiseless
results. A separate oracle was built for each parameter set based on what the neural network predicted. For
every test case, the circuit depth, gate count, and number of Grover iterations were recorded. Those numbers
matter because they tell how feasible the circuit would be on real quantum hardware. The runtimes reported
here come from simulation on ordinary classical machines, not from actual quantum execution.

5. RESULTS AND ANALYSIS

5.1 Neural Network Training Performance

The neural network converged successfully, achieving strong performance on both training and validation sets
Figure 2. Training accuracy reached 94.23% (95% CI: [93.1%, 95.3%]) while validation accuracy stabilized at
91.84% (95% CI: [90.4%, 93.2%]), indicating minimal overfitting. Training loss decreased to 0.0723; validation
loss reached a minimum of 0.0876 at epoch 45.

Figure 2: Neural network training and validation accuracy convergence over 50 epochs, demonstrating stable learning
without overfitting.

On the validation set, the network achieved 92.1% recall for vulnerable parameters and 93.4% precision for
secure parameters. The ROC-AUC was 0.963 (95% CI: [0.947, 0.979]). These metrics are reported within the
closed experimental system; they characterize model fit to the synthetic dataset rather than detection of real
cryptographic vulnerabilities.

5.2 Attack Success Rates

Testing the AI-enhanced Grover attack on the 100-sample test set produced the results shown in Figure 3. The
hybrid approach achieved a 73.42% (95% CI: [63.9%, 81.6%]) success rate in identifying vulnerable parameters
under the simulation model, outperforming standard Grover’s algorithm (56.2%, 95% CI: [46.3%, 65.7%]),
random search (42.8%), and classical analysis (28.3%).

The 30.6 percentage-point improvement over standard quantum search (McNemar test: p = 0.0034) is
statistically significant within the experimental setup and suggests that AI-guided oracle construction meaningfully
improves search efficiency in the simulated search space. These results are interpreted as indicative of the
mechanism’s potential; direct extrapolation to real quantum hardware is not warranted without further scaling
studies. Breaking down success rates by security level: for parameter sets with 𝜆quantum in [80, 100] bits,
the AI-enhanced attack achieved 89.5% success; for the critical [115, 128] range, 71.2%; and for strong
configurations [128, 140] bits, 52.8%.
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Figure 3: Comparison of attack success rates across different methodologies, demonstrating 30.6% improvement of
AI-enhanced approach over standard Grover’s algorithm.

5.3 Security Reduction Analysis

The most concerning findings emerge from analyzing how much effective security is lost under AI-guided
quantum attack, as detailed in Table 1. On average across all tested configurations, baseline quantum security of
120.65 bits reduced to 86.0 bits after successful AI-enhanced attacks, representing a loss of 34.65 bits or 28.7%.
The significant reduction in security bits suggests that AI-guided pattern recognition can effectively ’prune’
the search space for Grover’s algorithm. This indicates a shift from brute-force quantum search to informed
quantum cryptanalysis.

Table 1: Quantum Security Bit Reduction by Parameter Class

Class N Baseline (bits) [mean ± SD] After Attack (bits) [mean ± SD] Loss (%)
Weak (80-100) 19 91.4±8.4 35.2±4.2 61.5%
Moderate (100-120) 28 109.2±6.2 70.5±5.8 35.4%
Strong (120-140) 35 129.7±6.2 101.3±5.8 21.9%
Very Strong (140+) 18 152.3±9.1 137.0±7.3 10.0%
Average 100 120.65 86.0 28.7%

Under the simulation model, baseline quantum security of 120.65 bits reduced on average to 86.0 bits after
AI-enhanced attack (95% CI for reduction: [25.1, 44.2] bits), representing a 28.7% loss. These results are
consistent with the hypothesis that AI-guided oracle construction can narrow the search space more effectively
than blind Grover search. However, because labels derive from the same formulas used to generate the training
data, the magnitude of this reduction should be interpreted cautiously. The security reduction shows clear
dependence on initial security level, as visualized in Figure 4. Even configurations initially rated at 120–140 bits
lose 21.9% on average and fall to approximately 101 bits in the simulation, approaching the boundary of what is
commonly considered adequate long-term security. This motivates investigation of higher-margin parameters, as
discussed in Section 6.2.

5.4 Quantum Circuit Efficiency

The AI-enhanced approach demonstrates advantages in quantum circuit complexity within the simulation.
Average circuit depth measured 24.3 ± 2.1 gate layers versus 28.1 ± 1.9 for standard Grover, a 13.5% reduction
(95% CI: [10.2%, 16.8%]). Total gate count averaged 187.5 ± 15.3 versus 215.3 ± 18.7, an improvement of
12.9% (95% CI: [8.4%, 17.4%]). Grover iterations required averaged 3.2 ± 0.6 versus 3.97 ± 0.7, a 19.4%
reduction. Simulation runtime averaged 847 ± 93 ms versus 1,142 ± 112 ms, a 25.8% speedup. These reductions
in gate count and depth would translate to lower error accumulation if deployed on NISQ-era hardware, though
actual hardware experiments are needed to confirm this.
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Figure 4: Security bit reduction across parameter classes showing degradation under AI-enhanced quantum attack. Dashed
line indicates 128-bit security target.

5.5 Statistical Significance

The McNemar test comparing AI-enhanced versus standard Grover success rates yielded p = 0.0034 (p <
0.01), confirming statistically significant improvement within the experimental setup. The DeLong test for ROC
curve comparison returned p = 0.0018. Bootstrapping with 10,000 resamples estimated the 95% CI for the
success rate difference at [14.2%, 33.1%]. These tests confirm that the observed gains are not attributable to
sampling noise within the experimental design; they do not speak to generalization beyond the synthetic dataset.

6. DISCUSSION AND IMPLICATIONS

6.1 Implications Within the Simulation Context

Within the limits of the simulation model, several observations emerge that are relevant to the FHE
security community. The 28.7% average security reduction under AI-guided search suggests that parameter
recommendations based on blind-search threat models may need re-examination when intelligent adversaries are
considered. A system that targets 128-bit quantum security could, under this simulation, offer effective security
closer to 91 bits against an adversary that combines quantum search with learned vulnerability prediction.

These observations come from a simplified 4-qubit simulation that uses synthetically generated data and
circularly labeled training targets. Translating the findings into concrete claims about deployed CKKS systems
requires three steps. First, validated security estimation methods must be used, not the simplified formulas applied
here. Second, experiments at NISQ scale or larger qubit counts are needed. Third, validation against real-world
parameter sets from FHE libraries such as SEAL, OpenFHE, or Lattigo is essential. Nevertheless, the long-term
concern—that data encrypted today must stay secure for decades as quantum capabilities improve—motivates
the conservative parameter recommendations that follow.

6.2 Indicative Parameter Recommendations

Based on the analysis, increasing CKKS parameters substantially beyond current standard practice appears
necessary to maintain true 128-bit quantum security against AI-enhanced attacks, as detailed in Table 2.
Increasing the ring dimension from 𝑁 = 215 to 𝑁 = 216 doubles the problem size, which roughly doubles
both computation time and memory requirements. Raising the modulus size from 500 to 600 bits increases
ciphertext size by 20%. Taken together, these adjustments raise computational cost by about 2.3 times and
storage requirements by 1.4 times.
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Table 2: Recommended CKKS Parameters for 128-bit AI-Resistant Quantum Security

Parameter Standard Recommended Factor/ Comment
Ring Dim (log 𝑁) 15 16 2.0× — doubles problem size
Modulus Bits 500 600 1.2× — increases ciphertext size 20%
Error StdDev 𝜎 3.2 3.8 1.19×
Hamming Weight 128 192 1.5×
Overall Cost 1.0× 2.3× Simulation-derived estimate only.

6.3 Alternative Defensive Approaches

Larger parameters are not the only way to resist AI-guided quantum attacks. A few other ideas are worth
exploring. One is dynamic parameter adjustment: the system could raise security parameters on the fly when
it sees signs of an ongoing attack. Another is to fight AI with AI, building defensive neural networks that try
to mislead or slow down the attack model. A third idea is diversification — using different parameter sets for
different operations so that an attacker cannot reuse the same learned vulnerability predictions across many
targets. Finally, formal robustness analysis of the oracle construction itself could help understand how much
information the attacker really gains and where the weakest links are.

6.4 Applicability to Other Ring Learning With Errors (RLWE) Based Schemes

The hybrid framework presented here is, as implemented, specific to CKKS. The security model, the parameter
space, and the training data all center on CKKS. But the underlying method does not have to stay scheme-specific.
In principle, any RLWE-based FHE scheme that has a structured, multi-dimensional parameter space could be
attacked in the same way: by combining a learned vulnerability classifier with Grover-guided quantum search.

Take BGV [4] and BFV [5]. Both rely on the same RLWE hardness assumption and have similar parameter
structures: ring dimension 𝑁 , ciphertext modulus 𝑄, plaintext modulus 𝑡, and error distribution 𝜎 are all there.
That means the neural network architecture and the training procedure should transfer with only modest changes.
The main differences are in how noise grows and how the plaintext modulus is used. BGV uses modulus
switching to manage noise instead of bootstrapping, and BFV encodes plaintexts in a different way. Those
differences would call for scheme-specific training data, and the definition of a vulnerability score might need to
be adjusted. But the core idea remains the same.

A key open question is whether the vulnerability patterns learned for CKKS transfer to BGV and BFV, or
whether the classifier must be trained independently for each scheme. Analyzing this would clarify whether the
observed security gaps are universal to RLWE-based cryptography or specific to CKKS’s approximate arithmetic
design. Cross-scheme validation is therefore designated as a high-priority direction in the Future Work section.

6.5 Limitations

The following limitations define the scope of this work:

• Simulation scale. The 4-qubit quantum model is a proof-of-concept simplification. Real CKKS key spaces
are orders of magnitude larger, and the observed improvements may not scale proportionally. NISQ-scale
validation is needed.

• Circular dataset design. Training labels come from the same security estimation formulas used in the
evaluation. That creates circularity: the neural network learns the formulas, and the measured attack
success shows how well the network approximates them, not that an independent cryptographic weakness
has been found.

• No real-world validation. The results have not been tested against real CKKS implementations, established
cryptanalytic benchmarks, or the Lattice Estimator at full parameter resolution.

• Idealized quantum circuits. The simulations assume noiseless, perfect circuits. Real NISQ hardware
suffers from depolarizing noise, thermal relaxation, and gate errors, all of which would reduce attack
effectiveness and need explicit modeling.
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• Single split evaluation. All classification results rely on a single train/validation/test split. Cross-validation
would give more robust performance estimates, especially for the test set (𝑛 = 100).

• Single scheme focus. The results are specific to CKKS. Whether they extend to BGV, BFV, or other
RLWE-based schemes has not been shown.

7. FUTURE WORK AND EXTENSIONS

This study is exploratory. The main contributions are more about the method than the numbers. Several next
steps are needed to turn the approach into something more solid:

• Go to larger quantum processors. The 4-qubit setup is just a start. Running on 16 to 32 or more qubits
on IBM Quantum, IonQ, or similar platforms would show whether AI-guided oracle construction still
helps at greater depth and how well it survives real noise.

• Bring in realistic quantum noise. Adding depolarizing noise, thermal relaxation, and crosstalk to the
simulation would give a truer picture of performance on NISQ hardware.

• Use real parameter sets. Instead of synthetic labels, run the Lattice Estimator on actual parameter sets
from FHE libraries such as SEAL, OpenFHE, and Lattigo. That would break the circular dependency
where the network just learns the same formula used for evaluation.

• Try other FHE schemes. Apply the same hybrid method to BGV, BFV, and other RLWE-based schemes.
That would show whether the vulnerability patterns seen here are unique to CKKS or show up across
lattice-based cryptography.

• Better neural architectures. RNNs and Transformers might capture sequential dependencies in CKKS
parameter sets better than a plain feed-forward network, especially for bootstrapping-level settings.

• Cross-validate everything. Use k-fold cross-validation and report means and standard deviations across
splits. That would give much more reliable performance estimates.

8. CONCLUSION

This paper has looked at whether AI can help quantum attacks on CKKS fully homomorphic encryption
parameters. The study is simulation-based and exploratory. A neural network was trained on 5,000 synthetic
parameter sets, and quantum circuits were evaluated on 100 boundary-region configurations. In this simulated
setting, AI-guided Grover oracle construction improved the success rate of finding vulnerabilities by 30.6%
compared to standard quantum search.

Within this experimental model, parameter sets that claim 128-bit quantum security end up offering only 86
to 101 bits of effective security when facing an AI-guided adversary. That suggests the usual threat models
that assume blind search may underestimate what an intelligent quantum attacker could do. Still, these are
simulation results with real limits: only 4 qubits, synthetic labels that circle back to the same formulas, and
perfect noiseless circuits. Translating these findings to actual CKKS deployments would require the validation
steps laid out in Section 7.

Even with those limits, the work shows one thing clearly: neural network guidance can make a quantum
oracle more efficient. That alone is worth more investigation at realistic scales. The rough parameter
recommendations—about 2.3 times more compute overhead—offer a starting point for more conservative
parameter choices while waiting for proper validation.

Going forward, the cryptography and quantum computing communities need to work together on AI-resistant
parameter standards. Threat models must explicitly account for adaptive, learning-based adversaries. Standards
bodies should also start thinking about AI-enhanced attack strategies when they evaluate post-quantum
cryptography, especially as quantum hardware gets better.
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