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Abstract - The year 2025 will be a markedly more enriched and complex 
one in the communication network and service environment than the 
present scenario. The existing telecommunication technologies are 
expected to undergo upsurged enhancements, such as changed radio 
interaction and spectrum, with the emergence of 5th Generation (5G) 
mobile communication. The persistent and increasing need for multiple 
applications like massive access to the device, low latency, ultra-high 
bandwidth, reliability, etc., is met using enormous ground-breaking 
technologies embraced by the 5G network. Simultaneously, the core 
network and the logical layer on which the traditional security throws its 
light are no longer compatible with the 5G Mobile wireless network. 
Various factors like architectural errors, poor execution of communication 
protocol, exchange of metadata information, and so on, could be a menace 
to security and privacy if 5G Mobile wireless networks are programmed to 
execute all their activities in a secure platform. Furthermore, new privacy 
issues might arise due to its complexity and inadaptability due to the rapid 
change and the present communication infrastructure’s tendency. 5G 
security also requires physical layer security as a part of it. However, the 
unavailability of proper research on vulnerabilities across all layers in 5G 
contributes primarily to security research findings at each layer. 
Correspondingly, potential security threats have failed to generate 
automated solutions. In the perception of an automated attack detection 
model, this article conducts a detailed research study of 5G security, 
incorporating the physical and logical layers to provide an automated 
solution for 5G security. 
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Introduction  

  Today, the major contributors to the world’s economy rely 

heavily on state-of-the-art Information Technology with its 

recent innovations in the communication sector [1]. In the 
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merchandise and economy, information communication 

systems have secured a significant place. The limitations of 

conventional communication systems are overcome by the 

broad categories of supporting systems conceived in wireless 

mobile communications that consecutively empower global 

economic systems [2]. A massive transformation of the past 

generations in various scopes, such as reliability, efficacy, and 

acceleration, is expected with the advent of 5G and the New 

Radio (NR) technology [3]. The standards of 5G have been 

bringing reasonable improvement from past generations since 

its inception in 2020 [4]. This is to reinforce conventional 

cellular networks and a new sort of end nodes, like IoT and 

cooperative vehicles. New technologies will be introduced by 

NR that would, for example, support broader bandwidth and 

tremendous speeds. The global mobile devices increased from 

10.5 billion in 2020 to 20 billion by 2025, maintaining wireless 

and mobile devices traffic of approximately 87.8 exabytes per 

month. The 5G network would adopt more ground-breaking 

technologies to reach its goal of “Internet of Everything” for 

enabling varied applications and services like e-Healthcare, AR, 

VR, IoT, Device-to-Device communications, Financial 

Technology, and Machine-to-Machine communications [5]. 

  This paper throws light on 5G to depict its central idea, 

framework, and conventions with distinct layers and security 

confrontation, and its prospects. Security becomes the first-

hand priority of stakeholders while developing 5G vertical 

applications because many security risks emerge from the latest 

5G technology and performance-based unique application 

scenarios. In the following aspects, this paper makes its 

contributions [6]: 

5G security falls short of an automated threat detection and 

response mechanism. Discovering a solution for automated 

attack-based 5G security is the main objective of this article. 

The 5G core network should be incorporated with the 

automated security mechanism [7]. 

  The remaining paper is organized in the following manner: 

Section I briefly introduces 5G wireless mobile network 

security and the problem statement. Section II describes the 

review of the current literature on the subject. Section III briefs 

5G Architecture and security model’s provision of security 

mechanisms. The Automated Attack Detection Framework of 

5G is described in Section IV. Section V contains the response 

to the research analysis of this paper, and finally, Section VI, 

the conclusion [8]. 

Literature review 

Security architectures (e.g., 3GPPP TS 33.401) are often the 

label given to ready-made security solutions in the literature 

[9]. Instead of our security architecture, such architecture serves 

quite distinct purposes, viz., description of the security controls 

implementation and the ways to compile them. Nonetheless, 

there is a need for a toolbox and guidance that enables us to 

model the system itself as a whole with security at the center 

point for developing security solutions specifically for the 

designed system from scratch [10]. These things are to be 

considered while designing systems such as 5G with a wide 

range of distinct intentions. For the instantiation of secure 

systems, a methodology named security architecture is defined 

in this paper. This methodology contains a toolbox for apt 

modeling of security systems, security design principles, a set 

of security functions, and a mechanism for executing the 

security controls required to meet system security goals [11]. 

The security architecture in ITU-T X.805 supports this 

perception of security architecture. X. 805 specifically stated 

that “there is a logical division of a difficult set of features 

similar to back-to-back network security into independent 

architectural elements.” Hence, “an organized method to back-

to-back security is permitted by this independence, which can 

be adopted for framing a new security solution besides the 

current networks’ security assessment.” 

  The author [12] replaced the design for RANs to imitate the 

challenges and problems of backhaul. Moreover, the essentials 

of backhaul LTE were introduced by Raza and Networks, and 

they had further discussions about the problems of 

synchronization, QoS, path optimization, and security. The 

authors [13] also stated that the evolution of new technologies 

shows how the size and management ability of the backhaul 

gadgets are directly affected by that throughput. The problems 

of synchronization encountered at the operation of LTE in a 

time-division duplex mode and subsequent evaluation of the 

solutions, such as synchronous Ethernet based on ITU standard 

G.8261 and accurate time protocol based on 1588v2, are 

discussed in detail [14]. 

  C-RAN and its architecture were provided with an advanced 

solution by the author [15]. CRAN yielding, like system 

enhancement, the performance of coverage, movement, curbing 

utilization, and running cost. Along with the emphasis on ultra-

dense mobile networks and mm Wave communication services, 

the latency and energy efficiency of 5G wireless gigabit 

networks were stated. The upcoming challenges of 5G and 

small cells were also discussed while adopting it. The authors 

also demonstrated the direct influence of ultra-dense small cells 

on the backhaul gateway [16]. Furthermore, the conclusion was 

reached that a more cooperative base station group is essential 

for the 5 G-based handoffs for outstanding gigabit results. 

  The security aspects in ITU-T X.805 stimulate the idea of the 

security control class, and ISO and NIST locate the security 

controls in security standards [17]. Providing a breakdown of 

the essential security operations and security concerns like 

privacy, accessibility, security, and authentication is the 

rationale behind the security control classes. The considered 

domain, layer, or security realm is required for precise controls. 

 

Proposed Methodology 

5G, the latest generation of cellular networks, is the new 

evolution in the research arena and has recently gained 

prominence as a promising idea in the technical field across the 
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world. In the past three years, many research articles have been 

produced regarding it. A holistic view of 5G security, in 

general, is presented in this section and later throws light on the 

security problems of the physical layer and solutions as shown 

in Fig. 1. Creating a baseline integrated security standard for all 

slices is proposed to protect these, in addition to application-

specific security for distinct slices. Eavesdropping is entirely 

protected by LTE [18] radio access; however, it is contrary to 

modifications or data boosters that are deemed the latest 

security concerns in cellular networks. Security against DoS, 

cloud security, and the latest trust models for managing unruly 

objects, weightless encryption solutions for power-sensitive 

objects are various other concerns. It is inferred that the latest 

Information Technologies [19], for example, SDN and NFN, 

along with other IoT, could increase DoS attacks [20]. The 

utilization of decentralized authentication is the alternative 

remedy. Unlike the centralized authentication servers, this 

signifies no single failure. The shortening distances are also 

permitted by it, which means till the end of the network, the 

server that can be shifted would also be conducive for the 

asymmetric key management system [21]. Amid the User 

Equipment and egress gateways on the operators' networks, the 

back-to-back user plane protection moves. Hence, the curbing 

of transmission distances could be carried out by moving the 

egress gateways from the center point to the edge [22]. 

 

Fig. 1.  IEEE WAVE Network Architecture 

I. FULLY AUTOMATED ATTACK DETECTION MODEL 

Research on 5G security can be done to prevent attacks, 

depending on the hierarchical attack detection model. However, 

the possession of domain knowledge and manual interventions 

is required in many 5G security-related research types that are 

tough to meet the security needs related to the accuracy, 

coverage, and punctuality of privacy issues [23]. Hence, to 

solve the security problems of 5G, automated attack detection 

has turned out to be the primary research. An automated attack 

detection structure for 5G networks has been proposed in this 

section. 5G automated attack detection contains four parts: 

automated attack detection technologies, data related to security 

matters, and the security testbed [24]. Fig. 2. shows the 

automated attack detection structure. 5G networks’ massive 

security data is the basis of a 5G security knowledge graph built 

first. The automated attack detection technologies are backed 

up by building a hierarchically directed graph using the 

knowledge graph. The results can be fed back to the knowledge 

graph by analyzing automated attack technology for locating 

the current and potential security issues. Finally, the verification 

platform can be created to the latest automated attack detection 

techniques by analyzing the security testbed [25]. 

 

Fig. 2.  Framework for Autonomous Detection of Attacks 

 

A. Automated Attack Method 

The following is the study conducted on automated attack 

detection: (1) key automated attack technologies, including 

guessing passwords, automated attacks based on Artificial 

Intelligence (AI), automated vulnerability exploitation and 

mining, etc. (2) To find the current attack chains and potential 

attack chains, we use the attack chain search and generation 

technology by merging the key automated attack technologies 

on the graph directed hierarchical [26]. This merging results in 

an integrated automated attack detection method. The automatic 

finding of vulnerabilities from software/protocols is performed 

by automated vulnerability mining technology. The automatic 

location of the return address and layout memory for 

implementing vulnerability information-based shellcode will be 

executed by the automated vulnerability exploiting technology 

[27]. To bypass security detection, the automated attack based 

on AI is constantly used; for example, by modifying the 

character and device access rule with AI technology, the 

security detection of the DoS attack on the Base Station can be 

bypassed. The study of current attack chains’ features leads to 

the finding of potential attack chains using AI technology. 

Utilizing the above technologies on key automated attack 

detection and security knowledge graphs enhances the finding 

of specific attack methods for each edge of the potential attack 

chain [28]. 

B. User Authentication and Authorization Control 

In addition to real-time control, the services also provide 

automotive machine vision to investigate the quality needs of 

fully automated machine learning, bandwidth efficiency, crane 

remote control, and UAV transportation. It is assumed that if 

data transmission is impossible outside the campus, then a large 

campus coverage area is redundant, and more security 

requirements are warranted [29]. There is a deployment of the 

User Plane Function and Multiaccess Edge Computing at the 

local edge, besides isolation of various service networks Fig. 3. 
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Secondly, for providing terminals that could access the slice in 

Username and Password mode with secondary authentication, 

the authentication and authorization systems in the security 

service zone are deployed by enterprises [30]. Terminals and 

applications with high-security needs enhance secondary 

authentication strength through authentication and 

Authorization systems and secure wireless technology. Here, 

the USIM-based security wireless card has an in-built USB key 

function that depends on the Public Key certificate system [31]. 

The wireless security chip stores the key, and hence copying, 

disclaiming, or tampering with it is impossible. Thirdly, the 

Multiservice Access Gateway can be deployed by the enterprise 

at the intranet border. The private enterprise network grants the 

terminals access rights to the private enterprise network by the 

Multiservice Access Gateway once the terminals pass the 

second authentication [32]. 

 

Fig. 3.  Control of Advanced User Access 

C. Literature survey 

 The most crucial part of the automated attack detection model 

is the 5G testbed. The verification of the latest security 

technologies can be done on the testbed for one reason. For 

another reason, despite the deployment of a 5G network, the 

performance of an attack experiment on the actual network is 

not feasible [33]. The intensive study of the existing security 

threats can be done based on the testbed, and the detection of 

potential security threats materialized and efficiently answered. 

At present, distinct testbeds for 5G networks are proposed; 

however, there is a lack of test cases for 5G security, 

particularly for automatic attack research [34]. The 5G security 

test case can be investigated in two dimensions: (1) For huge-

scale, adaptable, and actual security testing, an integrated 

testbed framework can be constructed. The implementation of 

simulation can be gradually done based on the integrated 

testbed framework [35]. (2) The security research on the 

identical layer can be performed by investigating an exclusive 

security testbed of a layer, like the realistic layer security 

testbed and the virtual layer security test case. The testbed 

should also consider the association of security with the 

remaining layers. (3) A study can be conducted on the testbed 

for vertical services. The testbed enables simulation and 

reproduction of security situations for a particular service, for 

example, the smart city, smart premises, etc., as distinct 

services and applications are provided by the 5G network [36]. 

 

Fig. 4.  Model of 5G Trust vs. 4G Network 

In order to make network slicing effective, this concept is 

introduced in 5G for slicing the network for various applications 

and roles. Slicing is the optimum solution since the input or the 

data emerges from distinct resources, and the data type is 

distinct [37]. The isolated sub-networks provided by slicing can 

be enhanced for a particular kind. Slicing confines, the effect of 

security needs on a unified slice is supported by the accurate 

execution of the high assurance mechanism. This is an 

alternative way for security services enhanced by the network, 

resulting in attracting multiple user groups [38]. The above 

classes include network infrastructure security policies and 

procedures, access control key management, and cybersecurity 

services. The trust model in 5G is given in Fig. 4. It is evident 

that the user and network rely on one another in 4G, and the 

required service is applied and possesses encryption and a 

cybersecurity system, which secures the information. As we can 

see, the 5G trust model provides service on demand. The 

reliability exists between the user and network in the 5G trust 

model because the system is encrypted, and the user covers the 

vulnerabilities. The need or demand for service by the user relies 

on both the ways of requesting and receiving [39]. 

Results and discussion 

The research queries asked at the initial stage of this report 

are given using the intellect earned from the literature study in 

this chapter. 

A. Research Question-I 

Which characteristics of 5G NR can be used for enhancing 

security at the realistic layer? Could there be any simplification 

or total removal of security mechanisms from higher-layer 

protocols? 

Research Solution-I 

The new security potentials to be introduced with 5G for 

three selected use cases are analyzed. Collision risk warning and 

decentralized floating car data, and Emergency vehicle warning 

are the above three cases. As an exclusive type of vehicle sends 

the message, the first case is fascinating. Since various users and 
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RSUs send Collision risk warnings, it seems interesting. 

Ultimately, due to the creation of accessibility risks by the 

Decentralized floating described already, car data is quite 

interesting. At last, a discussion on the redundant cryptographic 

mechanisms is conducted. 

Regarding the study, in all three cases, integrity is required, 

and the receivers primarily require authentication as far as the 

sender’s location is concerned (other than the Emergency 

vehicle warning situation, where there is a requirement of 

accurate identity authentication). Simultaneously, for tracking 

misbehaving users persistently, the authorities wanted the 

identity.   

(i) Integrity: Physical layer integrity is also enabled in the 

physical layer authentication implementation. To comprehend 

this, assume the situation where an attacker needs to change a 

message, i.e., attack message integrity.  In such a situation, first, 

the attacker needs to intercept the message, then change it, and 

lastly, redirect it to the endpoint. The disclosure of the attacker’s 

location will be inappropriate to the sender’s anticipated 

location, assuming that physical layer authentication is used. 

This reveals that the anticipated user did not send the message 

since there has been an attack.  

(ii) Accessibility: All three cases and indeed all the road 

safety-critical use cases, in general, require accessibility. The 

Decentralized floating car data indicate a specific accessibility 

risk. An attacker might enormously provoke such “waves” 

messages as the use case messages are reiterated from one car to 

another (spreading the warning over a greater distance. An 

outpouring of the message, which clogs the network, is the 

potential outcome, and it hinders legal users from accessing the 

network. In order to evade this sort of attack, it is essential to 

propose security mechanisms. The deployment of NOMA 

scheduling and cognitive radio networks facilitates better 

accessibility.  

(iii) Confidentiality: Since road safety messages do not 

transmit any sensitive user data, it is unproblematic in those 

situations anyway. Indeed, this is possibly the cause for CAMs 

and DENMs (ITS) security profile, to mention that there is no 

encryption of these messages. However, it is observed that 

confidentiality is, in fact, significant in some use cases. For 

example, in the Automatic access control/parking management 

use case. 

B. Research Question-II 

Which characteristics of 5G NR can be used for enhancing 

security at the realistic layer? Could there be any simplification 

or total removal of security mechanisms from higher-layer 

protocols? 

Research Solution-II 

Whether the smooth replacement of 802.11p with 5G NR is 

feasible or not is one of the research questions asked initially. 

Because NR is not yet determined and could hence be enhanced 

as per requirement, the brief answer is ‘Yes’. The modification 

of transmission frequencies or an alternative scheduling method 

(NOMA) should not influence the higher-layer protocols 

because of the network stack’s modularity, as shown in Tab. 1. 

 

                   Tab. 1. Strengths and Weaknesses of 5G  

Strengths Weakness 

When the input load 

increases, i.e., in 
metropolitan areas, it 

becomes more reliable. 

Highly restrictive synchronization 

performance standards 

A network is set up for 

scheduling and load 

balancing (more minor 
collisions) 

Worse at dealing with collisions 

The global network explains 

the problem of hidden nodes. 

The primary issue of near-far is 

proposed 

More adaptable utilization of 

resources 

Transmitted signal susceptible 

wider range coverage Less suitable to out-of-coverage 

circumstances 

Conclusions 

Social life and vertical industries have a profound 

incorporation of 5G. The application developers and service 

providers and equipment suppliers, and network operators 

predominantly affect the 5G ecosystem’s security and privacy. 

The overall security factors from wireless devices, Wi-Fi 

networks, edges, and other issues besides typical usage 

scenarios’ specific risks are analysed in this paper. In this 

connection, a broad background of past and existing networks, 

contrary to the future 5G, is furnished. Enhancement of the 

QoS parameter is the predominant idea of this study, and 

therefore, after implementing 5G mobile communications in 

2025, those will have a primary focus. There is an assimilation 

of physical layer security and logical layer security in this 

paper, and with the perception of automated attack detection, 

5G security is investigated. Numerous researchers and industry-

oriented people predict that 5G is the upcoming technology for 

Vehicle-to-Everything communications because of the 

novelties in speed and other technological inventions in 5 G. As 

a result, the profound study of 5G security and its incorporation 

into the existing ITS model is warranted. Ultimately, an 

industrial terminal access control’s use case in which 

understanding particular 5G application security risks and 

solutions by the readers is enhanced. This article thoroughly 

investigates security and privacy in 5G applications that 

reinforce awareness of risk and potential of security and 

positively impact the wholesome and enduring enhancement of 

several applications in the 5G era. 
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