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ABSTRACT PAPER INFORMATION

HISTORY

The study aims to assess the adversarial robustness of two intrusion detection

systems (IDS), namely XGBoost and Multilayer Perceptron (MLP), using three
datasets: NSL-KDD, CIC-IDS2017, and UNSW-NB15. The attacks were
carried out using two methods: FGSM and PGD, and transfer-based attacks for
non-differentiable models. The results indicate that adversarial attacks
significantly affect intrusion detection systems' performance, with attacks
reducing the MLP IDS detection rate to 33.19% on the CIC-IDS2017 dataset,
to 4.43% with FGSM attacks, and to 0.00% with transfer-based PGD attacks,
on the XGBoost IDS. The study also indicates that adversarial training
improves the robustness of intrusion detection systems' performance, with the
MLP IDS maintaining a 96%+ detection rate even after undergoing adversarial
attacks on the CIC-IDS2017 dataset and 68% on the UNSW-NB15 dataset.
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1 INTRODUCTION

Cyberattacks, both in terms of their volume and complexity, have increased manifold owing to the rapid advancement
of computer networks, cloud computing, and Internet of Things technology. The detection capabilities of traditional
intrusion detection systems, which rely on signature-based detection, are found to be very low for handling unexpected
attacks. Machine learning-based intrusion detection systems have become increasingly popular for handling such attacks,
as they can identify unknown attacks with high accuracy [1].
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To provide proactive security, it is necessary for the machine learning algorithm to classify both malicious and benign
activities on its own, based on the information extracted from network flows. Invasion detection, scanning, and denial
of service attacks can cause data loss, which can be very expensive for organizations. Therefore, it is necessary for
intrusion detection systems to identify intrusions even in hostile environments. A severe security threat can arise if the
intrusion detection system is unable to identify intrusions in real time. Therefore, it is necessary for intrusion detection
systems to be robust.
The use of machine learning algorithms is of critical importance in modern IDS systems. These algorithms include neural
network algorithms, ensemble learning algorithms, and statistical-based classifiers. These algorithms can identify
suspicious behaviors based on the volume of network traffic. Deep learning algorithms can improve the accuracy of
detecting non-linear relationships that exist among the variables of network traffic. These algorithms have the advantage
of achieving higher accuracy compared to other algorithms. The use of these algorithms in the IDS systems can improve
the adaptation of the dynamic patterns of attacks.[37]
However, the use of machine learning algorithms in IDS systems has faced challenges that have impacted the adoption
of algorithms. These challenges include the accuracy of the algorithms. The accuracy of the algorithms can be impacted
by the presence of concept drift, class imbalance, and data quality. In addition, the algorithms can perform better on the
training data but can fail when deployed on new or different data. Other challenges include the use of computational
power, interpretability, and the integration of the algorithms with the existing systems.
The most critical challenges include adversarial attacks. Research suggests that ML models are prone to adversarial
attacks, where small changes in the input data are made with the objective of misleading the ML model's output. In the
context of IDS systems, adversarial evasion attacks have been identified as changes made to malicious network data that
retain the attack potency but are misclassified as non-malicious data by the ML model [4]. Other attacks include gradient-
based attacks, such as Projected Gradient Descent (PGD) and Fast Gradient Sign Method (FGSM), which have been
identified as critical challenges that reduce the IDS's performance. These attacks have raised critical questions regarding
the ML-based IDS systems' reliability.
Several defense techniques have been proposed for addressing adversarial attacks. These include adversarial training,
where the ML model is trained with adversarial data. Adversarial training has been identified as an efficient technique
for improving the ML model's robustness. By training the ML model with adversarial data, the model's decision
boundaries are strengthened, ensuring that the model is not vulnerable to evasion attacks. However, the ML model's
performance on clean data is not sufficient for evaluating the IDS. Other attack scenarios, including white-box and black-
box attacks, need to be considered.
In addition, since IDS often handles sensitive network traffic, there is a need to prioritize data privacy and ensure that
the data is processed in a secure manner. This is important in meeting the requirements of cybersecurity standards and
protecting sensitive data, hence providing trust and confidence in security monitoring systems [6].
Soon, research in intrusion detection systems is likely to be centered on creating systems that can learn from attacks and
adapt to them, hence providing near-optimal performance and incorporating technologies such as edge computing and
artificial intelligence [7].
Despite the existing knowledge in intrusion detection systems, there are still significant gaps in the research that need to
be filled. Most of the existing research on intrusion detection systems has been conducted by evaluating metrics on
benign network traffic without considering manipulated network traffic by attackers. The evaluation of the model's
adversarial robustness has been conducted on a limited type of dataset, and there is a lack of evaluation of defense
strategies, such as adversarial training, on multiple models and benchmark datasets with security-related metrics.
The research questions that this study aims to answer are:
o How sensitive are machine learning-based IDS to evasion attacks using different datasets and complexities of network
traffic?
e How effectively can adversarial training improve IDS robustness while maintaining clean data performance?
o Are there any variations in robustness to adversarial attacks and transfer learning between different architectures
The main contributions of this paper are summarized as follows:
o Comprehensive evaluation of adversarial vulnerability:
The research examines the robustness of machine learning-based intrusion detection systems in response to
adversarial evasion attacks.
e Cross-dataset evaluation:
The robustness of IDS models was evaluated on various benchmark datasets, including NSL-KDD, CIC-IDS2017,
and UNSW-NBIS5, to assess the universality of adversarial vulnerability.
e Comparative study of various architectures:
The research evaluated and compared the robustness of two prominent models, XGBoost and Multilayer Perceptron
(MLP), in response to adversarial evasion attacks.
o Evaluation of various attack scenarios:
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The robustness of IDS models was evaluated in response to various attack scenarios, including white-box and black-
box attacks, using gradient-based and transfer-based attacks, respectively.

e Evaluation of adversarial training:
The effectiveness of adversarial training in enhancing the robustness of IDS models was evaluated in this study.

e Evaluation metric for robust security:

e The research emphasized the importance of malicious detection performance in response to adversarial
attacks.

2 LITERATURE REVIEW
When it comes to recognizing malicious activity on a computer network, intrusion detection systems play a critical
role. Recently, to improve intrusion detection systems' performance and detect more sophisticated attacks, machine
learning and deep learning methods have been applied to intrusion detection systems [8], [9]. However, it has been
demonstrated that intrusion detection systems relying on machine learning methods are vulnerable to adversarial
attacks, wherein an attacker uses machine learning methods to evade intrusion detection systems or compromise their
training process [10]. Recently, there has been a surge in studies on adversarial attacks on intrusion detection systems
and their countermeasures since 2020. This literature review attempts to gather published articles on adversarial attacks
on intrusion detection systems relying on machine learning methods published between 2020 and 2025 and compare
these studies on various aspects.

Adversarial attacks on IDS can be categorized according to knowledge and timing. Based on timing:[37]

o Evasion attacks (testing-time attacks): These attacks occur during deployment. Attackers insert malicious data to
trick the IDS into classifying it as legitimate traffic. This is the most common type of attack and assumes that the
attacker can manipulate traffic during testing but not the training phase [11]. Typically, attackers introduce small
perturbations to the features of network traffic to confuse the IDS.

¢ Poisoning attacks (training-time attacks): Here, attackers inject malicious samples into the training dataset or
interfere with the training process to compromise the final model. By using deliberately crafted samples labeled as
benign, the attacker can teach the IDS an incorrect decision boundary [11]. Poisoning attacks are particularly
concerning in collaborative or online learning IDS, although they have received less attention than evasion attacks.
For instance, Alshahrani et al. [11] simulated poisoning attacks and found that adding adversarial samples during
training significantly disrupted the IDS’s learning process, with logistic regression IDS being more vulnerable than
decision tree IDS.

It is important to note that the goal of all adversarial attacks is the same: to disrupt IDS operations to achieve the
attacker’s objectives. Attacks can also be categorized based on the attacker’s knowledge of the IDS model [12]. In
white-box attacks, the attacker knows the model’s architecture and parameters, enabling gradient-based attacks. In
black-box attacks, the attacker has limited or no knowledge of the model and may use queries or transfer attacks from
a surrogate model. Furthermore, attacks may be untargeted, simply causing misclassification into any incorrect class,
or targeted, forcing misclassification into a specific class. In IDS evasion, untargeted attacks are often sufficient to
bypass alarms [13].

Previous research has demonstrated the effectiveness of evasion attacks in compromising even the most accurate IDS
models. Ayub et al. [8] utilized the Jacobian-based Saliency Map Attack, which was previously proposed in computer
vision, to conduct evasion attacks on an MLP-based neural network IDS, which was trained on CICIDS2017 and
TRADID, an extension of the NSL-KDD dataset. The IDS model was able to attain a high accuracy of over 99%, but
after conducting JSMA attacks, its accuracy was reduced to 22-30%. This highlights how easily evasion attacks can
be performed on neural network-based IDS models. In this context, other attacks, such as FGSM, BIM, and PGD, have
been proposed in computer vision and have been utilized to conduct evasion attacks on IDS models. Zhang et al. [14]
utilized the FGSM and iterative gradient attacks on a DNN-based IDS, which was trained on the NSL-KDD dataset,
and demonstrated how even slight perturbations in the attack can drastically reduce the accuracy of the IDS model.
Piplai et al. [10] demonstrated how the FGSM attack can even compromise IDS models that have been trained using
adversarial training.

Generative techniques such as Generative Adversarial Networks (GANs) have also been used to create adversarial
network traffic. Chauhan & Shahid [16] demonstrated a polymorphic DDoS attack using GANs on CIC-IDS2017,
significantly reducing IDS detection rates. Zhao et al. [17] employed AttackGAN to bypass black-box IDS, achieving
over 87% attack success across models, including SVM, Decision Tree, Random Forest, Naive Bayes, and DNN [18].
Alhajjar et al. [19] used GAN, genetic algorithms (GA), and particle swarm optimization (PSO) to generate adversarial
perturbations, evaluating multiple classifiers on NSL-KDD and UNSW-NB15. They found that MLP classifiers were
more resilient (maintaining 83.3% accuracy under attack) than other models, indicating that model choice impacts
adversarial robustness. Sharma & Chen [12] evaluated nine common IDS models (including logistic regression, MLP,
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random forest, k-NN, and SVM) and found that instance-based learners like k-NN and label spreading were generally
more resistant to attacks, while logistic regression and MLP were more vulnerable.

Adversarial attacks have also been studied in specialized environments such as ICS and [oT networks. Anthi et al. [20]
applied JSMA attacks on two ML-based IDS (Random Forest and J48) using an ICS dataset, showing significant
performance degradation and highlighting the need for generalized defenses. Overall, evasion attacks, including white-
box and black-box methods, gradient-based attacks, GAN-generated samples, and heuristic attacks, can reduce
ML/DL-based IDS accuracy to near zero in some cases [21].

Poisoning attacks, which target the training phase, have received less attention but remain a growing concern.
Alshahrani et al. [11] studied both poisoning and evasion attacks on CICIDS2017. Their results showed that poisoning
affected logistic regression more than decision tree models, highlighting the influence of model architecture on
vulnerability. Successful poisoning requires access to the data stream or model updates, which may occur in
collaborative IDS or if an insider compromises the training process.

Various IDS defense strategies have been proposed. Adversarial training of IDS models on a mix of clean and
adversarial samples has shown significant effectiveness. Heydari & Nyarko [9] proposed ADV_NN, a curriculum-
based adversarially trained neural network on UNSW-NBI15. Their approach maintained over 80% detection accuracy
under strong PGD and FGSM attacks, compared to below 50% for standard transformer-based IDS. ADV_NN
achieved ~85% accuracy even against black-box transfer attacks, demonstrating the potential of adversarial training
despite a slight trade-off in clean-data performance.

Other defense mechanisms include ensemble strategies (combining adversarial training, Gaussian noise, and label
smoothing) and auxiliary detection systems that pre-process inputs to identify adversarial samples [13, 23-25].
Techniques such as dropout-based detection exploit abnormal network behavior under random neuron removal to
detect adversarial inputs [15]. Def-IDS [26], combining GANs and adversarially retrained classifiers, improved
robustness against multiple attacks (FGSM, BIM, DeepFool, JSMA) compared to single-model baselines.

It is important to note that defenses may be circumvented by adaptive attackers; an effective strategy against one attack
may fail against a slightly modified or aware adversary. Only a few IDS solutions currently account for this, and
FGSM-based adaptive attacks have demonstrated that even adversarially trained models can be defeated [10]. The IDS
community may adopt advanced strategies, including game-theoretic approaches, to address this ongoing arms race.
Table 1. Summarizes key studies on adversarial attacks against intrusion detection systems, highlighting their objectives,
datasets, models, and attack methods to position the current work within existing research.

Table 1. A comparative overview of important research on adversarial attacks against IDS

Attack
Reference Task Dataset(s) Model(s) Method(s)
Avub et al Use adversarial scenarios to CICIDS2017; Multilaver Perceptron JSMA
(2}1(;12 0) [8]. demonstrate how to evade an TRADbID (NSL- z] ANN) P (gradient-based
MLP-based IDS (white-box). KDD variant) saliency attack)
Piplai et Evaluate the impact of FGS.M BigData Cup . FGSM (Fast
and feature significance while . GAN-based classifier . .
al. (2020) avoiding a GAN-based IDS 2019 (Suspicious (neural network) Gradient Sign
[10] & . Network Events) Method)
classifier.
Chauhan‘ Create polymprphlc DDoS Multiple: DT, RF, LR, GAN-
& Heydari | attack traffic using a black box . generated
. . CICIDS2017 NB (classical IDS .
(2020) generating technique to get models) adversarial
[16] around IDS. DDoS samples
Zhang et Analyze how resilient DNN is to Deep Neural Network FGSM an.d
al. (2020 radient-based evasion attempts NSL-KDD (fully connected) basic iterative
[14] g i y (white box)
Alhaiiar et Determine vulnerabilities by PSO, GA, and
al (%J()21) analyzing different attack NSL-KDD; Multiple: MLP, SVM, GAN (heuristic
' [19] generation strategies on various UNSW-NBI5 NB, REF, etc. and generative
IDS models. attacks)
Zhao et al Apply a generative adversarial GAN
(2021) ’ method to attack black-box NSL-KDD Multiple: SVM, DT, (generating
[17] intrusion detection systems (features) RF, NB, DNN adversarial
(AttackGAN). network flows)
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Duy et al. DIGFuPAS: Create ad\{ersarlal Extensive: SVM, NB, GAN (w1th
samples that are functionally NSL-KDD; function-
(2021) Lk . . MLP, LR, DT, RF, :
maintained to avoid IDS in SDN CICIDS2018 preserving
[27] KNN, CNN, RNN .
networks (black box). constraints)
Anthi et Evaluate adversarial attacks on Power system ) JSMA (and
. . Random Forest; J48 L .
al. (2021) Industrial Control Systems network data (decision trec) similar evasion
[20] (ICS) ML-based IDS. (ICS dataset) attacks)
Lin et al. | IDSGAN: To create covert attack Multiple: LR, DT, RF (gef:;;\iive
(2022) traffic against different IDS NSL-KDD KNN., SVM., NB, MLP ovasion of
[21] models, use a GAN. .
mixed attacks)
Alshahrani | Evaluate the differences between GAN-based
N . .. .. Evasion; also
et al. poisoning and evasion attacks on CICIDS2017 Decision Tree; Logistic Poisonin
(2022) IDS and assess the effects on Regression onng
. (training
[11] various methods. S
injection)
PGD
(gradients);
Sharma & | systematic assessment of several Z00 (score-
Chen adversarial attack methods on NSL-KDD 9 models (LR, MLP, based);
(2024) various NIDS models (black-box SVM, RF, KNN, etc.) Boundary &
[12] & white-box). HopSkipJump
(decision-
based)
FGSM and
Heydari & | improving effectiveness, suggest ( AI];IS;I r;%?gsoorkRF PGD (white-
Nyarko and assess an adversarial trained UNSW-NBI15 and Trans fo}rner ’( for box); Transfer
(2025) [9] IDS model (ADV_NN). . . black-box
- baseline comparison) attacks

3 PROPOSED METHODOLOGY
3.1 System Overview

The purpose of this suggested IDS system is to evaluate the strength of the adversarial evasion attack method and the
machine learning-based IDS system while maintaining a high level of accuracy in the IDS system's ability to determine
the difference between attack and regular traffic. To differentiate between normal and attack traffic, the system processes
the network flow characteristics using benchmark datasets. To provide a realistic system environment, adversarial attack
techniques are included while the system's machine learning and deep learning algorithms study both regular and attacking
traffic. The flow illustrated in Figure 1 provides the basis for system design.
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Figure 1. Proposed Architecture for Intrusion Detection System

3.2 Dataset Collection Description

Three public intrusion prevention datasets, NSL-KDD[28], CIC-IDS2017[29], and UNSW-NB15[30] are employed in this
approach. These datasets offer various levels of attack variety and traffic pattern complexity. Each dataset's experiments
include classification tasks in which the traffic flow records are divided into attack and normal records. In addition to the
integration of various datasets, the experiments will not yield biased conclusions about the efficiency of prevention against
attack sensitivity. Network traffic instances were categorized as either benign or malicious in all datasets, which were
designed as binary classification tasks. For intrusion detection, the NSL-KDD dataset is an improved version of the widely
used KDD'99 dataset. The performance metrics were also deceptively impacted by several problems in the previous dataset,
including the existence of duplicate data and unequal difficulty levels. The NSL-KDD dataset contains records of network
connections linked to 41 attributes, including content-based features, statistical characteristics based on traffic, and
fundamental TCP/IP connection characteristics. Additionally, the records are suitably categorized as either attack or regular
connections.

An improved intrusion detection data set called CIC-IDS2017 captures actual network traces in an experimental setup.
This data collection includes both authentic traces and several recent attacks, such as denial-of-service, brute-force, and
system-breach attempts. The CICFlowMeter generates around 80 numerical characteristics that describe packet activity,
flow length, and statistical data to depict network traces. The CIC-IDS2017 data set will essentially serve as the standard
for conducting adversarial evasion attacks, transfer attacks, and defenses for different learning methods throughout this
research due to its realism and complexity.

To address the unrealistic character of earlier intrusion detection datasets, the UNSW-NB15 dataset was developed. The
UNSW-NBI5 dataset is extremely diversified because it blends artificially inserted attack behavior with real-world
network traffic. 49 attributes that represent flow-level statistics, content, and protocol-level behavior are used to represent
each network traffic record. To preserve its independence, the dataset's pre-splits training and test sets are left unaltered in
this work. Analyzing adversarial susceptibility and protection in increasingly sophisticated network traffic will be made
easier with the help of the UNSW-NB15 dataset.[36]

Three benchmark intrusion detection datasets, each with varying degrees of complexity and realism for thorough
assessments, were used for experiments. In this work, several of these datasets serve a variety of purposes, from accurate
generalization to initial validation, as presented in Table 2.

Table 2. Summary of datasets

Dataset Traffic Type Number of Task Function
Features
NSL-KDD Simulated 41 Binary IDS Validation
CIC-IDS2017 Realistic Flows 80 Binary IDS Benchmark
UNSW-NBI5 Modern Mixed 49 Binary IDS Generalization Analysis
Traffic
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3.3 Data Preprocessing and Normalization

To guarantee the consistency and dependability of model training, data preparation is an essential stage. Extreme values,
duplicate properties, and missing values are common in raw network traffic features, which could influence the learning
process. In this work, missing and infinite values are substituted with correct numerical representations, and non-
informative characteristics and identifiers are eliminated. To convert all features into a single range [0,1], feature scaling
is carried out via min—max normalization. This is crucial for gradient-based adversarial attacks. The following is an
expression for the normalization process [31] shown in Equation 1:

N X- Xmin
X — ————— 1
Xmax~ Xmin ( )

where x' refers to the normalized value and x denotes the original feature value and it rescales a feature value xto a range
between 0 and 1 based on the minimum and maximum values in the dataset.

3.4 Feature Representation and Input Preparation

Every flow in the networks is represented by a feature vector that includes several aspects of the flow, such as size, duration,
and protocol specifics. The learning model, which aids in differentiating between benign and malicious flows, uses the
feature vector as input. Normalization, which aids the model in identifying patterns from the data distribution, is the sole
human intervention involved in the development of features.

3.5 Models Used for Intrusion Detection

The suggested system's detection is mostly based on supervised machine learning models. The suggested method makes
use of a Multilayer Perceptron (MLP) neural network due to its capacity to represent complicated non-linear correlations
between features. Furthermore, because the XGBoost method can assess the resilience of models based on several machine
learning paradigms, it is chosen for the suggested system. Each model's result will show the likelihood that the specified
traffic flow is malicious.

3.6 Adversarial Attack Generation

Adversarial evasion attacks are developed utilizing gradient-based methods to assess the strength of the model.
Specifically, as stated in Equation 2, the Fast Gradient Sign Method (FGSM) [32] modifies input samples by a little
perturbation in the direction of the loss gradient:

adv_x = x + € * sign(V, J(0,x,y)) (2)

It generates an adversarial example by adding a small, carefully calculated perturbation to the original input x.

e ¢: controls the strength of the perturbation

® V,J(0,x,y): gradient of the loss with respect to the input

o sign: keeps only the direction of the gradient
where x is the initial input, € is the perturbation amount, and J (-) is the loss function.
To create better adversarial samples, an iterative version of FGSM called Projected Gradient Descent (PGD) [33] is also
employed. Because XGBoost employs adversarial samples generated by a surrogate neural network, transfer-based or
black-box attacks are employed for non-differentiable models. Adversarial perturbations, which reflect normal attacker
behavior, only affect malicious samples.
Adpversarial training is incorporated into the neural network models' learning process to mitigate adversarial risk. The clean
set of training samples is mixed with adversarial data acquired by FGSM attacks during the learning process. As a result,
the model can create robust decision surfaces. To gauge the increase in robustness, the final robust model is then put to the
test using PGD and FGSM attacks.
The proposed architecture is predicated on a threat model where attackers seek to avoid detection by minimally altering
harmful communications while maintaining attack capabilities. Realistic adversarial capabilities are expected to be
reflected in both white-box and black-box attack scenarios. The technique offers a thorough evaluation of system security
that delves beyond conventional accuracy-based evaluation by assessing IDS performance in various situations.

3.7 System Evaluation and Performance Metrics

Accuracy [34] as calculated in Equation 3, malicious recall [35] as formulated in Equation 4, and the extent of resilience
loss under attack by FGSM/PGD techniques are some of the metrics used to assess the efficacy of the suggested framework
for IDS systems. Both with and without adversarial training, the system's performance on clean examples is contrasted
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with that of FGSM/PGD attack cases. In this experiment, the value of malware recall is essential since it indicates how
well the system works to reduce attacks.

TP+TN

Accur = —
CCUTACY = Ip TN+FPFN

(€)

Accuracy measures the overall correctness of the model by calculating the proportion of correctly classified instances (both
positive and negative) out of all predictions.

TP
TP + FN

Malicious recall = @)
Malicious Recall measures the model’s ability to correctly detect malicious instances, indicating how many actual attacks
are successfully identified.

4  RESULTS AND DISCUSSION

The experimental findings of the suggested framework on clean data, evasion attacks, and following the use of defense

measures are shown in this section.
The baseline performance of the models tested in a clean environment free from adversarial attacks is shown in Table 3.
Every model performs almost perfectly on the NSL-KDD and CIC-IDS2017 datasets. However, because the UNSW-
NB15 dataset is more complicated, the models are challenged with a more realistic adversarial setting, which results in
less performance, as shown in Figure 2.

Table 3. Performance on Clean Data

Dataset Model Accuracy (%) Malicious Recall (%)
NSL-KDD ML-Based IDS 99 99
CIC-IDS2017 MLP 99.93 99.95
CIC-IDS2017 XGBoost 99.99 99.99
UNSW-NBI15 MLP 92.49 93.57

Clean Baseline Performance
1.00 7
BN Accuracy
W Malicious Recall
0.98 1
0.96
0.94 1
0.92 1
0.90 -

CIC-IDS2017 | MLP CIC-IDS2017 | XGBoost UNSW-NB15 | MLP NSL-KDD | MLP

Figure 2. Clean Baseline performance

Table 4. shows the effect of the adversarial evasion attack on CIC-IDS2017 when no defense plan is used. The adversarial
attack has significantly impacted both the decision tree model and the neural network model's performance, as illustrated
in Figure 3.
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Model Attack € Accuracy (%) Malicious Recall (%)

MLP FGSM 0.01 62.6 33.19

MLP PGD 0.01 77.24 59.94
XGBoost Transfer-FGSM 0.01 71.25 49.31
XGBoost Transfer-PGD 0.01 45.79 443

100 Attacks on CIC-IDS2017 (Before Defense)

Bl Accuracy (%)
I Malicious Recall (%)

80 A

60
40
20

0

MLP MLP XGBoost XGBoost
FGSM PGD

Percentage (%)

Transfer-FGSM Transfer-PGD

Figure 3. Attacks on CIC-IDS2017 (Before Defense)

The impact of adversarial training on CIC-IDS2017 is presented in Table 5. While there is little increase in XGBoost,
the defended MLP model has proven to be resilient against FGSM and PGD attack techniques, as shown in Figure 4.

Table 5. Adversarial Training on CIC-IDS2017 Impact

Model State Attack € Accuracy (%) Malicious
Recall (%)
MLP After Defense FGSM 0.01 97.75 97.21
MLP After Defense PGD 0.01 97.19 96.21
XGBoost After Defense Transfer-FGSM 0.01 71.25 4931
XGBoost After Defense Transfer-PGD 0.01 55.27 21.14

Training Impact on CIC-IDS2017 (After Defense)
100

80 A
60 -
40 -
20
0

MLP MLP
FGSM PGD

N Accuracy (%)
I Malicious Recall (%)

il

XGBoost XGBoost
Transfer-FGSM Transfer-PGD

Figure 4. Training on CIC-IDS2017 effect

Percentage (%)
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Table 6. lists the performance analysis for the UNSW-NB15 dataset before defense. The MLP model is highly sensitive
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to attacks, while also exhibiting exceptional clean precision, as shown in Figure 5.

Table 6. Adversarial attack on UNSW-NB15 (Before Defense)

The MLP's outcome on the UNSW-NB15 following adversarial training is shown in Table 7. and Figure 6. Adversarial

20 A

0-

Clean

Figure 5. Attacks on UNSW-NB15 (Before Defense)

FGSM
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attacks have less impact, and the clean data suffers low to medium penalties.

Table 7. Adversarial Training on UNSW-NB15 impact
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State Attack € Accuracy (%) Malicious Recall (%) Recall Drop
(%)
Before FGSM 0.02 60.40 46.24 47.15
Before PGD 0.02 59.61 45.26 48.30
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The key strength indicators before and after attacks are highlighted in Table 8. below for easier identification of the
strength patterns in the datasets, as illustrated in Figure 7.

Table 8. Cross-Dataset Summary

Recall
Dataset Model Clean Recall (%) Worf:tﬁleccl:litf)nder DI:ff(t:;e
(%)
NSL-KDD MLP / Classical 99 55 -
CIC-IDS2017 MLP 99.95 33.19 96.21
CIC-IDS2017 XGBoost 99.99 4.43 21.14
UNSW-NB15 MLP 93.57 45.26 68.48

Cross-Dataset Comparison

100 —
BN Clean Recall (%)
I Wworst Recall Under Attack (%)
I Recall After Defense (%)
80 A
_. 601
®
T
[9)
&
40
20
0
NSL-KDD CIC-IDS2017 CIC-IDS2017 UNSW-NB15
MLP / Classical MLP XGBoost MLP

Figure 7. Cross-Dataset Recall Summary

The datasets exemplify that even though tree-based models like XGBoost show sensitivity in transfer-based adversarial
environments, and even though adversarial training improves the robustness of neural network models, the sensitivity of
XGBoost and the sensitivity and the robustness of neural network models shows no relationship to the networks resilience
to adversarial evasion attacks and/or the networks accuracy to non-adversarial data sets.

The results of the study show that to the contrary, high accuracy detection and response of the model to the non-
adversarial data sets does demonstrate an impenetrable defensive response to the evasive attacks and does instill
confidence in the impenetrability of the deployed system, and as a result, the deployed system will not demonstrate
effective defensive responses to evasive attacks, adversarial guess, or adversarial perturbation attacks. The machine
learning models that were evaluated in the study failed to demonstrate defensive measures to adversarial perturbation
attacks, and unfortunately, the lack of defensive measures to guess attacks, perturbation attacks, or adversarial attacks
can be explained by a lack of defensive measures deployed in the ML model.

Finally, the most important conclusion that can be made is that regardless of the datasets, the threats and vulnerabilities
always exist. The vulnerabilities and threats did not only happen with the NSL-KDD ridiculously high accuracy but also
with the more advanced datasets like CIC-IDS2017 and UNSW-NB. The adversarial attack is more a weakness of the
machine learning engine and not of the datasets that were used in training.

Further analysis of the models’ architecture divulges the subtleties of the differences in the degree of robustness.
Gradient-based attacks, particularly the FGSM and the PGD, cause dramatic decreases in the recall of the malicious class
before any sort of defense has been implemented. This is particularly true for older models like the MLPs, which suffer
extreme drops in defense recall. However, the addition of adversarial training has shown to increase the robustness of
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gradient-based attacks without an increase in the recall of the true positive class. This defense mechanism recall stability
is a positive secondary effect of the trading stability of the neural machine models’ decision-making borders.

On the other hand, one of the most promising results in the empirical analysis has been achieved for the non-neural model
based on decision trees, which is the XGBoost model. This model was particularly resilient to transfer-based black-box
adversarial attacks for PGD, which is a notable achievement. Having demonstrated almost perfect accuracy on the clean
data, the slight positive shift in performance, which was observed with the adversarial data augmentation, is a strong
signal of non-differentiable approaches. This goes against the misconception that tree-based and ensemble models are
more robust than neural networks, highlighting the importance of assessing the robustness of intrusion detection systems
against black-box attacks.

Another important finding relates to the evaluation of the metrics employed. The malicious recall noted a steep decline,
suggesting a sizable proportion of attacks remained undetected. This occurred despite the frontline detection accuracy
being relatively high across several competing scenarios. This reiterates the argument that accuracy cannot be the sole
measure of the effectiveness of an IDS. Practically, greater false negatives imply that more attacks are undetected, which
is a more significant security problem than has previously been indicated.

This UNSW-NB15 dataset further illustrates the trade-off between robustness and accuracy on clean data. The adversarial
training yielded a significant improvement in the robustness of attacks, demonstrating that this method is appropriate for
security-sensitive scenarios, even though there is a slight drop in clean data accuracy and recall. Due to the small
variations observed in the high-accuracy numbers, more work on adaptive or multi-step defense strategies is warranted.
In conclusion, these results present defense against adversarial attacks as a central objective in developing machine
learning-based intrusion detection systems, as opposed to just an auxiliary consideration. Furthermore, results indicate
that the development of adequate threat analysis and robust defensive strategies is imperative for both the neural and the
non-neural IDS systems.

5 CONCLUSION

This study used the NSL-KDD, CIC-IDS2017, and UNSW-NB15 datasets to assess the efficiency of machine learning-
based intrusion detection systems under evasion attacks. While the accuracy of both Neural Network-based systems and
decision-tree-based systems significantly decreased under FGSM attacks and PGD attacks, respectively, the obtained
findings clearly show that achieving high accuracy values for typical cases is insufficient for achieving evasion resistance.
It was found that adversarial training was a successful strategy for protecting the models, resulting in a significant increase
in malicious recall and a slight decrease in clean performance for the neural models. However, transfer-based attacks
remained a threat to tree-based architectures such as XGBoost.

In conclusion, the findings highlight the integral significance of adversarial strength in intrusion detection system design
and analysis. The challenge of guaranteeing the dependability of intrusion detection systems in a hostile environment
exceeds the significance of traditional cleanliness-based accuracy.
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